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NETWORK SECURITY
POLICY:
Each user is expected to maintain a secure and protected computer and data identity on Edwin Fair LAN’s as well as any network the user may use while working with Edwin Fair equipment or software.
PROCEDURES:
The ultimate responsibility for the security and confidentiality of programs, data, and other information rests with the users. Therefore, users must understand and use the security features of the computers.

Each user is expected to maintain security and confidentiality in appropriate ways such as:


- Keeping the password and other type of authorization source;


- Not sharing passwords or other authorization with any person or group;


- Selecting a password and changing it frequently;


- Not using commonly used names or numbers;


- Leaving your workstation for a long period of time without logging off.

Understanding the level of protection each computer system automatically applies to data files and supplementing it, if necessary, for sensitive information.

Be aware of computer virus and other destructive computer programs, and taking steps to avoid being a victim of unwitting carrier.

Each user is responsible for protecting their own systems alterations, and, deletions or overwrites.

In-house basic computer use trainings may be made available as requested.

Unauthorized installations or alterations of software’s computer configurations are strictly prohibited. Requests for software other than the standard installed software should be made directly to Edwin Fair IT.
Network Access:

Network access and rights are assigned based on job duties or responsibilities.  Assignment to the security levels of the ThinkHealth application is made by Management and setup by Data Processing.
Some of the ThinkHealth security is maintained by assigning different levels of groups:


- Read Only


- Data Processing


- Support


- Supervisory


- Systems Administration

Network folder shares will have permissions assign based on rule and job title.
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