EDWIN FAIR COMMUNITY MENTAL HEALTH CENTER, INC.PRIVATE 

SYSTEM BACKUP

POLICY:
Temporary and permanent backup of the network configurations, programs and data files will be performed regularly by authorized personnel.

PROCEDURES:
Each user of a personal computer is responsible for the backup of their data.  Users are encouraged to place their data on the server provided by EFC.  The data on the server’s is backed up on a daily schedule and on a rotation for backup media.
The users are responsible for the security of their personal data files on their computers or stored on USB drives. 
1. At the Ponca City Outpatient the backup procedure is described below.

a. There are no longer tape backups done at this location.

b. Backups are now being handled by a service called Datto.

i. Datto creates snapshots of all servers (Abrafox2, PCOPMAIN, THINKSQL, THINKSQL2, PCO-CTX-01, PCO-CTX-02) at the PCOP location every hour.

ii. Once daily Datto then sends our local backups to a remote off site location on the West Coast.

iii.   The West Coast location back’s their data up with an East Coast location.  This allows for 
       the most redundancy in the event of major natural disasters

A server backup for other locations is dependent upon the hardware located at that location.

1. File server PCDT serves the Ponca City downtown location.  This includes PC-CM,
PC- Med Clinic, and PACT.  This sever has a RD1000 and removable disk media for backing up data.  It consists of a 3 removable disk’s (1 full, 2 Diff-rotated onsite daily).
2. File server SWOP2 location includes SW-SOC, SW-OP, and SW PACT.  This sever has a tape backup. It consists of a 3 tape system (1 full, 2 Diff –rotated onsite daily).

3. File server at DEVON St. location includes the SW CM and SW Med Clinic.  This server has a RD1000 and removable disk media for backing up data.  It consists of a 3 removable disk’s (1 full, 2 Diff- rotated onsite daily).
4. File server at PWH has a RD1000 and removable disk media for backing up data.  It consists of a 3 removable disk’s (1 full, 2 Diff-rotated onsite daily).
5. File server at Medford has a RD1000 and removable disk media for backing up data.  It consists of a 3 removable disk’s (1 full, 2 Diff-rotated onsite daily).
6. File server at Enid has a RD1000 and removable disk media for backing up data.  It consists of a 3 removable disk’s (1 full, 2 Diff – rotated on-site daily).

7. The server at Perry has a RD1000 and removable disk media for backing up data.  It consists of a 3 removable disk’s (1 full, 2 Diff-rotated onsite daily).
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