EDWIN FAIR COMMUNITY MENTAL HEALTH CENTER, INC.

USER ACCESS TO ELECTRONIC DATA

POLICY:  

It is the policy of the Edwin Fair CMHC, Inc to secure our consumer's protected health information (PHI) in compliance with federal law and federal regulations at 45 CFR 164(c)(l) and (2), and 42 CFR Part 2. To assist in assuring that protection, it is the practice of Edwin Fair CMHC, Inc to assure that its workforce recognizes the importance of such security provisions, and affirmatively acknowledge those guidelines.

PROCEDURE:  

Applies to Edwin Fair CMHC, Inc., its facilities and workforce
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(2) Definitions

(A) Computer Systems - Computers connected to local communication networks, database storage or electronic records systems, Internet or email.

(B) Edwin Fair CMHC, Inc. Network - Electronic network allowing access to the EFC's personal computers, facility-based systems, and centrally-based systems (e.g.  Windows Servers, Citrix, etc.) and electronic data.

(C) Local Area Network - Electronic network access allowing access to an     individual facility's electronic data and computers.

(D) Network attached computer - Any computer with access to a local area network and/or the EFC network.

(E) EFC Workforce - Includes employees, volunteers, contract workers, trainees and other persons who are in an EFC facility on a regular course of business. This shall include client workers employed by the EFC or any of its facilities.

(F) Client/Consumer - Any individual who has received or is receiving services from Edwin Fair CMHC.

(G) Restricted Access - Computer systems with access limited to specific systems, activities, or files.

(H) Chief Security Officer (CSO) - Individual designated by the EFC Executive Director to oversee all activities related to the development, implementation, maintenance of, and adherence to Department and facility policies and procedures covering the electronic and physical security of, and access to, protected health information and other EFC data in compliance with federal and state laws and regulations.

(I) Local Security Officer (LSO) Individual designated by the Executive Director to oversee facility information and physical security practice and policy compliance and to coordinate those activities with the Chief Security Officer.

(J) Media - Backup tapes, hard drives, floppy diskettes, CDs, zip drives cartridges, optical, and paper hard copies.

(K) Protected Health Information (PHI) - Individually identifiable health information. 
(L) Client Work Program - any number of DMH programs which employ consumers of the Department.

(M) Confidentiality Agreement – Agreement between any business-partner with which EFC shares client data which sets forth confidentiality requirements and limitations necessary for working with client, facility, and the EFC’s information

(3) General:



    (A) Management's Right to Access Information

1. Pursuant to the Electronic Communications Privacy Act of 1986 (18 USC 2510 et seq), the members of the Administrative staff, the CSO, and the LSO's shall have complete access to all email and Internet activities. No electronic communications sent or received are considered private to the employee. The members of the Administrative staff, the CSO, and the LSO's shall have the right to monitor messages and Internet use as necessary to assure efficient and appropriate use of the technology.

2. Each of the electronic communications technologies may create electronic records that are easily saved, copied, forwarded, retrieved, monitored, reviewed, and used for litigation. All electronic records are the property of the EFC and can be accessed and used by management when:

a. A legitimate business need exists that cannot be satisfied by other means; or

b. The involved employee is unavailable and timing is critical to a business activity; or 

c. There is reasonable cause to suspect criminal activity or policy violations, or

d. Law, regulation, or third-party agreement requires such monitoring

3. These disclosures of electronic records may be made without prior notice to the staff members who sent or received the communications. Staff members should not assume that any electronic communications are private.

(4) User Access to Electronic EFC Data

(A)To gain access to any EFC PHI EFC workforce members are required to complete the EFC Staff Access Request Form as appropriate. Such access shall be limited to the minimum necessary amount of PHI to accomplish the purpose of any requested use or disclosure of PHI.


1. The appropriate supervisor or manager must approve the 
request(s) in writing.

2. The request form(s) must be submitted each time a user's access status changes.



3. Users will be assigned a unique user ID by the CSO.




4. User IDs will be password protected.


(B) All users shall be required to protect confidential data pursuant to DOR 8.040, Access to Consumer Protected Health Information. (EFC Staff, Volunteers or Students).

(C) All facilities shall maintain a Business Continuity/Disaster Recovery Plan, approved by the Chief Security Officer to assure continued operations in the event of an emergency.

(D) No EFC client/consumer or volunteer shall have access to or any other EFC client demographic system, or be allowed to input information to local systems that may be used to feed or modify those systems unless they are employed under the Client Work Program defined in this policy and have signed the confidentiality statement, or unless authorized by the consumer. Any proposed client/consumer access shall include documentation of the client/consumer reviewing and agreeing to a confidentiality statement. Documentation shall include: the types of systems and files accessed.

(E) Such client/consumer access shall be approved by the EFC Executive Director, or their designee.

(5) Access to Electronic Media - Internet and Email

(A) Users are required to abide by the guidelines of this Policy and Procedure and all other computer related Policies and Procedures in this manual when using the Internet or email.
(B) No client PHI can be sent without encryption. The use of chart numbers as an identifier is deemed appropriate.

(C) The Email Disclaimer Provision should be used on all email sent: "This electronic message contains information from Edwin Fair Community Mental Health Center, Inc., which may be confidential or privileged.  This information is intended only for the individual/entity named above. If you are not the intended recipient, be aware that any disclosure, copying, distribution, or use of the contents of this information is prohibited. If you have received this transmission in error, please notify me or the Administrative Offices of Edwin Fair Mental Health Center, Inc. immediately by telephone (580-762-7561) or electronic e-mail         

(jim.henderson@edwinfair.com or efc.tech.support@edwinfair.com)
 Please permanently delete this message and any copies. Thank You."

(D) Opening Attachments - Do not open an attachment sent to you from anyone you do not recognize.
(6) Training on Access. All EFC employees, client/consumers and volunteers must receive the privacy training required by DOR 8.090.

(7) Required Confidentiality Agreement


(A) EFC workforce members that receive or maintain PHI shall be required to agree to the security of such PHI in accordance with the state and federal laws as set forth above. These workforce members shall sign a confidentiality statement pursuant to DOR 8.040. A copy of the signed confidentiality statement shall be maintained in the personnel file of EFC staff.

(8) Password Management

(A) Passwords shall not be shared.

(B) Passwords shall be changed immediately if user is aware that someone else knows it.

(C) Users shall not change their passwords while others are present.

(D) Passwords should contain four to eight characters. 


(E) Passwords should have no connection to the user. i.e. user name, children's name, etc.

(F) Passwords should contain a minimum of two alpha and one numeric characters.

(G) Passwords should contain both upper and lower case characters.

(9) Sanctions. Failure of workforce members to comply or assure compliance with the policy and procedures outlined in this document may result in disciplinary action, including dismissal.

(10) Review Process. The Chief Security Officer shall collect information from the LSO's during the month of April each year beginning in 2004 for the purpose of providing feedback to the Executive Director, MIS Coordinator and to the Management Team regarding trends and issues associated with compliance with this regulation.

(A) EFC workforce members that receive or maintain PHI shall be required to agree to the security of such PHI in accordance with the state and federal laws as set forth above. These workforce members shall sign a confidentiality statement pursuant to DOR 8.040. A copy of the signed confidentiality statement shall be maintained in the personnel file of EFC staff.

PAGE  
1
Board Approved: 10/20/14
I-37

137useraccess.doc 


