
EDWIN FAIR COMMUNITY MENTAL HEALTH CENTERPRIVATE 


STORAGE AND DISPOSAL OF CONSUMER INFORMATION

INCLUDING ELECTRONIC RECORDS

POLICY:
The Executive Director shall have overall responsibility for developing and executing a system of record storage and destruction, which complies with statutes and regulatory requirements.  He/she may utilize the consultative services of a Certified Medical Records Administrator as needed.

The chart identification, filing systems, and electronic records shall enable prompt record location and the maintenance of records in the area where the consumer is being treated, for ready access by the treating clinicians.  For each organizational unit where clinical files are stored, a single employee shall be responsible for insuring that the file cabinets are locked each evening and knowing the location of each file at all times. The program coordinator shall appoint this individual and back-up personnel and provide written verification to the Executive Director of these appointments.  Out cards will be utilized to indicate that a clinical record has been removed from the file cabinet.  This will insure that the whereabouts of clinical records is known at all times.
High profile records (relatives of employees, prominent individuals in the community, etc.), will be stored in the personnel file area under the supervision of the HR Coordinator or the site specific Coordinator. 

Electronic records shall be kept and stored on a secure database server.  The security of the database will be maintained by appropriate network security features such as firewalls, authentication procedures, and passwords.

Both written and electronic clinical records of adults may be destroyed ten (10) years after the case is closed.  Children's records closed before age 21 shall be retained for ten (10) years after the consumer reaches age 21.  Children's records may be destroyed at that time.*

Notwithstanding the above, however, consumer records shall be retained for longer periods when requested in writing by one of the following:  (1) the consumer's physician, (2) the consumer or someone acting legally on his/her behalf (3) legal counsel for a party having an interest affected by the clinical records or (4) when a legal injunction is in place against the organization in reference to a consumer, the record will be retained.  

STORAGE PROCEDURES:
Clinical and clerical support staff are responsible for protecting consumer records against fire, water, damage, and other hazards.

Clinical files are secured in locked designated rooms, designated central file cabinets,  in the individual clinician's file cabinet (while work on the record is in progress), or on the secure server..

DESTRUCTION PROCEDURES:

The site coordinator shall physically review and recommend destruction of clinical records, to the Clinical Director. Before destruction, each record shall be reviewed under the supervision of the Clinical Director to insure that there is no pending or anticipated litigation involving care and to insure that further treatment is not indicated.  The review shall be documented by the Clinical Director.

Destruction shall be accomplished using a commercial shredder or the appropriate method of deleting from the secure server.  A permanent record of all files being destroyed shall be maintained and stored in the same location as other consumer files.  This list shall be maintained confidentially, properly secured and shall include chart number, consumer name, birth date, social security number (when available), dates of last admission and last visit, name(s) of the primary treating provider(s), date destroyed, and signature of the Clinical Director.

*Destruction of records after ten (10) years meets with the recommendations of the law firm, Miller, Dollarhide, Dawson & Shaw (Greg Frogge, Esq.); the Statute of Limitations law; our insurance agency, Ledbetter Insurance, Oklahoma City, OK (Greg Moore)/Scottsdale Insurance, AZ; and the ODMHSAS (Jim Curry) Services.  
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